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A Low Power Implementation of SM4 Cipher with Resistance
to Differential Power Analysis Attack

NIU Yan-bo, JIANG An-ping

(Beijing Institute of Microelectronics Technology, Beijing 100076 , China)

Abstract: The 128-bit SM4 algorithm is the first commercial cipher published by China, which is mainly used in
wireless LAN. In order to improve the algorithm’s resistance to differential power analysis attack, the additive
masking is adopted to keep the SM4 cipher resistant to the first-order DPA. The simulation results show that the
counteractive against differential power analysis attack is credible. In order to realize a small-area, low-power circuit
of SM4 cipher, the PPRM architecture is adopted in the hardware implementation of SM4 S-box. A power
consumption of 0. 74 mW@10 MHz using SMIC 0. 18 um technology is achieved, which is 70% less than that of the
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SM4 S-Box in composite field.
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